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Who? What? How?

Known users (Employees, Device identity Wired

Sales, HR) Device classification (profile) Wireless

Unknown users (Guests) Device health (posture) VPN
Where? When? Other?

Geographic location Date Custom attnbutes

Department Time Device/User states

SSID / Switchport Start/Stop Access Applications used

@ www.FavaMouj.com

infoafavamouj.com



(ISE) 4 4 Sb g (J= ol

ISE ,5 &,95l cxs Identity Store

.3)S saalin | ISE )5 sslaiwl (LB sla Identity Store jl  gwud Olg5 o0 00j )

Identity Store

OS / Version

ISE Internal Endpoints, Internal Users
RADIUS | RFC 2865-compliant RADIUS servers
Active Directory Microsoft Windows Active Directory 2000
Microsoft Windows Active Directory 2003, 32-bit only
Microsoft Windows Active Directory 2003 R2, 32-bit only
Microsoft Windows Active Directory 2008, 32-bit and 64-bit
Microsoft Windows Active Directory 2008 R2, 32-bit and 64-bit
LDAP Servers SunONE LDAP Directory Server, Version 5.2
Linux LDAP Directory Server, Version 4.1
NAC Profiler, Version 2.1.8 or later
Token Servers RSAACE/Server 6.x Series

RSA Authentication Manager 7.x Series
RADIUS RFC 28685-compliant token servers
SafeWord Server prompts

Challenge-
response-based

Certificate-
based

Tunneling
methods

ISE ;5 &)90be <o EAP JSGg

« EAP-MDS5: uses MD5 based challenge-response for authentication
» LEAP: usemame/password authentication

« EAP-MSCHAPV2: usemame/password MSCHAPV2 challenge-
response authentication

« EAP-TLS: X509 v3 PKI certificates and the TLS mechanism for
authentication

« EAP-PEAF: encapsulates other EAP types in an encrypted tunnel
« EAP-TTLS: encapsulates other EAP types in an encrypted tunnel
« EAP-FAST: designed to not require client certificates

« EAP-GTC: generic token and OTP authentication
» GSS-API : Kerberos
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